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How to install UseOffice .Net at Windows 2003 Server under IS 5.0 or later
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5. Expand DCOM config
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6. Select Microsoft Excel Application
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7. Right-click and select properties
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9. Under Launch and Activation permissions select

Customize and click on Edit
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For Microsoft Word:

B Componentsenices

#. File Action View Window Help

&5 | 2FXRE | HE D|E=E]
- £ MFCongestionContraller -
- £ MhegVM
[ ﬁ- Microsoft Access Application
i ‘&% Microsoft Audio Device Graph Server

£ Microsoft Block Level Backup Service

- £ Microsoft Equation 3.0

» & Microsoft Excel Application

& Microsoft Graph Application

b8 Microsoft IMAPL

- £ Microsoft OneNote Privilege Elevation

» & Microsoft Outlook Command Button Control

> ﬁ Microsoft PowerPoint Slide

. £ Microsoft Publisher Application

- £ Microsoft SQL Server Replication Distribution Agent 10.0

£ Microsoft SQL Server Replication Logreader Agent 10.0

& Microsoft SQL Server Replication Merge Agent 10.0

. & Mlicrosoft SQL Server Replication Queuereader Agent 10.0

£ Microsoft SQL Server Replication Remote Dist Agent 10.0

£ Microsoft SQL Server Replication Remote Merge Agent 10.0

ﬁ Microsoft Visio previewer

& Microsoft Visual Studio

- £ Microsoft Visual Studio 2010

£ Microsoft Vlolume Shadow Copy Service software provider

ﬁ Microsoft WBEM Active Scripting Event Consumer Provider

& Microsoft WBEM Unsecured Apartment

- £ Microsoft Windows Defender

ﬁ Microsoft Windows Font Folder

2 Microsoft Windows Remote Shell Host

» ﬁ Microsoft Windows Remote Shell Host With User Settings

- £ Microsoft Windows WSMan Provider Host

- & Microsoft Windows WSMan Provider Host With User Settings

» &5 Microsoft WMI Provider Subsystem Host

[ ﬁ Microsoft WMI Provider Subsystem Secured Host

» | & Microsoft Word 97 - 2003 Document |

1>_-§ Microsoft. Aspnet. Snapin. AspMNetManagementUtility 4

£ MMC Application Class

b & MSDAINITIALIZE -

L A~ S A A A A A A A A A A
m

If you don’t see Microsoft Excel or Microsoft Word, please read this article.




Configuring Office as a Specific User
To set up an Office Automation server under a specific user account, follow these steps:

1. Log on to the computer as the Administrator and create a new user account that will automate Office.
In our example, this account is named OfficeAutomationUser. Create a password for this user account,
and select Never expire so that the password does not have to be changed.

2. Add the OfficeAutomationUser account to the Administrators group.

3. Log in to the computer as OfficeAutomationUser and install (or reinstall) Office using a complete
install. For system robustness, it is recommended that you copy the contents of the Office CD-ROM to a
local drive and install Office from this location.

4. Start the Office application that you intend to automate. This forces the application to register itself.
5. After the application is running, press ALT+F11 to load the Microsoft Visual Basic for Applications
(VBA) editor. This forces VBA to initialize itself.

6. Close the applications, including VBA.

7. Click Start, click Run, and then type DCOMCNFG.

Select the application that you want to automate. The application names are listed below:

Microsoft Access 97/2002 - Microsoft Access Database Microsoft Access 2003 - Microsoft Office Access
Application

Microsoft Excel 97/2000/2002/2003 - Microsoft Excel Application Microsoft Word 97 - Microsoft Word
Basic

Microsoft Word 2000/2002/2003 - Microsoft Word Document

Click Properties to open the property dialog box for this application.

8. Click the Security tab. Verify that Use Default Access Permissions and Use Default Launch
Permissions are selected.

9. Click the Identity tab. Select This User and type the username and password for
OfficeAutomationUser. 10. Click OK to close the property dialog box and return to the main applications
list dialog box.

11. In the DCOM Configuration dialog box, click the Default Security tab.

12. Click Edit Defaults for access permissions. Verify that the following users are listed in the access
permissions, or add the users if they are not listed:

SYSTEM

INTERACTIVE

Everyone

Administrators
OfficeAutomationUser
<ServerName>/IIS_IUSR*
IUSR_<machinename>*
IWAM_<machinename>*



13. Make sure that each user is allowed access, and then click OK.
14. Click Edit Defaults for launch permissions. Verify that the following users are listed in the launch
permissions, or add the users if they are not listed:

SYSTEM

INTERACTIVE

Everyone

Administrators
OfficeAutomationUser
<ServerName>/IIS_IUSR*
IUSR_<machinename>*
IWAM_<machinename>*

* These accounts exist only if IIS is installed on the computer.



15. Make sure that each user is allowed access, and then click OK. 16. Click OK to close DCOMCNFG.
17. Start REGEDIT and then verify that the following keys and string values exist for the Office
application that you want to automate:

Microsoft Access 2000/2002/2003:

Key: HKEY_CLASSES_ROOT\AppID\MSACCESS.EXE AppID: {73A4C9C1-D68D-11D0-98BF-00A0C90DC8DI9}
Microsoft Access 97:

Key: HKEY_CLASSES_ROOT\AppID\MSACCESS.EXE AppID: {8CC49940-3146-11CF-97A1-00AA00424A9F}
Microsoft Excel 97/2000/2002/2003:

Key: HKEY _CLASSES_ROOT\AppID\EXCEL.EXE AppID: {00020812-0000-0000-C000-000000000046}
Microsoft Word 97/2000/2002/2003:

Key: HKEY_CLASSES _ROOT\AppID\WINWORD.EXE AppID: {00020906-0000-0000-C000-000000000046}

If these keys do not exist, you can create them by running the following .reg file on your system:

REGEDIT4
[HKEY_CLASSES_ROOT\AppID\WINWORD.EXE]
"ApplD"="{00020906-0000-0000-C000-000000000046}"
[HKEY_CLASSES_ROOT\AppID\EXCEL.EXE]
"ApplD"="{00020812-0000-0000-C000-000000000046}"
[HKEY_CLASSES_ROOT\AppID\MSACCESS.EXE]
"AppID"="{73A4C9C1-D68D-11D0-98BF-00A0CI0DC8DI}"

Note The sample .reg file is for Access 2000, Access 2002, or Office Access 2003. If you are using Access
97, change the ApplID key to:

"AppID"="{8CC49940-3146-11CF-97A1-00AA00424A9F}"

18. To avoid registry conflicts, install and run an NT service. Set the identity of the service to run

as OfficeAutomationUser, and select Automatic as the startup type. For more information on creating a
sample Visual C++ NT Service, see the following Microsoft Developer Network (MSDN) Web site:

19. Restart the system. This is required.



If you have these errors:

[COMException (0x800a03ec): Microsoft Excel cannot access the file '<filename>'. There are several
possible reasons: e The file name or path does not exist.

¢ The file is being used by another program.

* The workbook you are trying to save has the same name as a currently open workbook.

Solution:

This seems to be an issue with Excel/Word/etc not having access to a profile when being started via the
interop route. 1. Open Windows Explorer

2. Depending on whether you installed a 32bit or 64bit version of office you will need to do one (or
both) of the following:

a. 32bit Office installation: Navigate to C:\Windows\System32\config\systemprofile

b. 64bit Office installation: Navigate to C:\Windows\SysWOW&64\config\systemprofile

3. Verify the folder "Desktop" exists (create it if it's not there)

4. Right click > Properties

5. On the security tab: Add the account under which the site is running (eg: Network Service) with

default permissions (Read & execute; List folder contents; Read)

6. The end



How to install UseOffice .Net at Windows 2008 Server under IIS 7.0 or later

For 1IS7 or later, e.g. [IS7 on Win2008 or Vista, you can just set the identity of the application pool
to a user that has certain permissions (as explained below), and optionally load the user profile.

There is no need to use a COM+ solution as required for pre 11IS7 machines. Using a COM+ solution
will not hurt but you must ensure that the COM+ identity and the application pool identity are the

same.

Further, please note that in Windows 2008 and later the user profile is no longer loaded for COM+
applications. This means that even if you do use COM+, you will still need to set the application
identity in the application pool and load the user profile. Otherwise strange things might happen
when the user is not logged on, depending on whether there is a service running as the same user

or not. Services do have the user profile loaded.

Follow these steps to validate Office Automation on your machine:

Launch: “Control Panel”->" Administrative Tools”->”"Computer Managment”.

i 4
A Computer Management

File Action View Help

o S

=
T
e [ B

7] 5]

;:I'_;' Computer Management (Local)
4 {f System Tools
() Task Scheduler
> [2] Event Viewer
4 3| Shared Folders
31| Shares
;| Sessions
[| Open Files
a d¥ Local Users and Groups
| Users
| Groups
> ':f'g‘_i'.' Performance
s=4 Device Manager
4 =3 Storage
=% Disk Management
= Services and Applications

MName

Full Name

#, Administrator

& Dmitry
& Guest

Mew Liser...

Refresh
Export List...

Wiew

Arrange lcons

Line up lcons

Help

Description

Built-in account for administering...

Built-in account for guest access t...

1. Create a dedicated account for running Office Automation, for example call it

OfficeAutomationUser. Assign it a password that never expires.
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2. Add this account to the IIS groups: IIS_IUSRS or [IS_WPG if they exists (basically the IS group
where you find Network Service, which is the default application pool identity).

- et

@ Computer Management B

File Action View Help
o5 2B XE = HE
i: Computer Management (Local) Mame Description
= IEJ& Y 2 :;Dh:d I M Administrators Administrators have complete an...
I Eas " - &% Backup Operators Backup Operators can override se...
: & S:i:r‘led :;nrer & Cryptographic Operat.. Members are authorized to perfor...
& Shares % Distributed COM Users Members are allowed to launch, a...
4 Sessions & Event Log Readers Members of this group can read e...
4| Open Files .%Jﬁmzrsts Guests have the same access as m...
4 & Local Users and Groups :_?EE_IUSRS Built-in group used Add to Group...
[ Users 2 Network Configuratio... Members in this g
[ ] Groups % performance Log Users Members of this gr All Tasks
[ Performance ! performance Monitor .. Members of this gr
3 @ ne @ g Delete
g=) Device Manager %-' Power Users Power Users are inc
4 _ﬁ Storage @ Remote Desktop Users  Members in this gn Rename
k=% Disk Management & Replicator Supports file replicz P 6
b 4 Services and Applications I Users Users are preventec
¥ HelpLibraryUpdaters Help




Push: “Add” -> “Advanced”
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3. Login using this account and open at least one Office document of the type that you intend to
convert. Make sure that when opening such a document there are no pop-ups. This means
making sure that Office has been activated and all the initial questions Office asks have been
answered, e.g. if you are running it with a trial key, etc.

4. Give this account (or better the IIS group that it belongs to) access permissions to the following
folders, as indicated on the right.

For 64-bit machines:

C:\Windows\Temp - Modify

C:\Windows\syswow64\config - Read

C:\Windows\syswow64\config\systemprofile - Read
C:\Windows\syswow64\config\systemprofile\AppData - Modify
C:\Windows\syswow64\config\systemprofile\Desktop - Modify (Create it if it does not exist)
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If you don’t see “IIS group” please add this group using “Security” -> “Edit”
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For 32-bit machines:

C:\Windows\Temp — Modify

C:\Windows\system32\config - Read

C:\Windows\system32\config\systemprofile - Read
C:\Windows\system32\config\systemprofile\AppData - Modify
C:\Windows\system32\config\systemprofile\Desktop - Modify (Create it if it does not exist)

You can assign folder permissions by browsing to such folders in Windows Explorer and adding the user in
the Security tab of the folder Properties dialog.



5. Give this account (or better the IS group it belongs to) COM launch and activation permissions. In
Component Services (dcomcnfg.exe) go to computers and right click on MyComputer.
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Launch the properties dialog and go to the COM Security tab. Click on "Edit Default" under "Access
Permissions". Add your user and give it full access. Repeat for "Launch and Activation Permissions".

e —
?#Cm'pnwlt
|- File Action View Window Help

e 2BX0c BB LIEZ=E

i3

| ] Console Root ﬁ
a . Component Services
4| Computers| My : —
b MyCorﬁputer Computer More Actions b
» [[@ Event Viewer (Local)
b L4 Services (Local)




. Component Senvices

_hnhkﬁnnu-mm

MyComputer Properties
e z2EAXD s BE LI —

Geeml |  Opions | Defauk Propertes
(2] Console Root ﬁ Default Protocols COM Secuty | MSDTC
4.'#391-:::%% w . —_—
I.
F You may edit who is allowed defaull access to applications You may
ﬁ Event Viewer (Local) Computer also set bmits on applications that determine their own permessions
i L Services (Local)

Caution: Modifying access permissions can affect the ability
of applications to start, connect, function and//or un
sacunsly.

| Edtlmis. | [ EdtDefaur. |

Launch and Activation Pemissions

You may edt who s allowed by default to launch applications or

activate objects, You may also sel imits on applications that
detemine their own pemissions.

aifect the ability of applications to start, connect, function
and./or iun securely

| Edtlmts. | [ EdeDefaut. |

T

IIS: You need to create a testing WebSite. For Example: UseOffice.local
- Download the component UseOffice .Net.

- Unpack and copy a code sample: “ASP.Net — Convert Doc to PDF” in “C:\inetpub\wwwroot\useoffice.local”
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1. Convert DOC file to HTML file

|. Convert DOC file to PDF file

1. Convert DOC file to RTF file

Lonvert Word excel FowerrFoin...

(C:) » inetpub » wwwroot » useofficelocal » v.IJ-_,.

de in library « Share with v New folder

-~

Name Date modified
. App_Code 06.10.2013 2211
1. App_Data 06.10.2013 2211
. Bin 01.11.2013 10:50
| converted 01.11.2013 10:50

ASP.Net - Convert Word Excel PowerPoin... 20082012 15:33
box_useoffice_net 20.08.2012 15:33
=] Default 20.08.2012 15:33
] Default.aspx.cs 18.10.2013 14:44
€ readme 20.08.2012 15:33
% Web 20.08.2012 15:33

6. Launch “lIS Manager” from “Control Panel”->” Administrative Tools”->"IIS Manager”.



E Internet Information Services (IS) Manager

6_{3 (& » DMITRY-PC » Sites »

File View Help

?_ nections | ea Sites
Filter.

4 S5 DMITRY-PC (Dmitry-PC\Dmitry)
-} Application Pools !

~ 6o - & ShowAll | Groupby: No Gr

~(8] Sites Add Web Site - ®

Site name: Application pool
UseOffice local UseOffice.local
Content Directory
Physical path:

C:\inetpub\wwwroot\useoffice local
Pass-through authentication

| Connectas... | [ Test ettings... |

Binding
Type: IP address:
(http *| All Unassigned
Host name:
m.umfﬁce,lou'

Bxample: www.contoso.com or marketing.contoso.com

[V] Start Web site immediately

Port:

7. Set the identity of the application pool to OfficeAutomationUser. Also load the user profile by
setting LoadUserProfile to true. You can do so in the application pool advanced settings:



4 95 DMITRY-FC (Dmitry-PC\Dmitry)
5[ &] Sites

Cﬂ Application Pools

Thiz page lets you view and manage the list of application pools on the server. £
contain one or more applications, and pravide isclation among differsnt apolice

Filter: » i Ga - GhShowAll | Groupby: NET Frame
Mame ! | Status MET Fram.
w40
o R TR g T
" Add Application Pool
= o P'fj“.mmw . Siarted w40
ppficaion R Stated  v40
[ Skart
B Stop Stated  v20
2 Recycle. Stated 20
J =] Basic Seftings... Started  v20
[ Recyching... Statted  v20
Rename
K Remove
View Applications
@ Help
Online Help




Advanced Settings

2|

B {General)
MET Framework, Yersion w20
Managed Pipeline Mode Integrated
ImpartDoc
Queus Length 1000
Skart Autormatically False
E CrPu
Lirvit ]
Limit: Action Maackion
Lirnit Inkerval (rminukes) 5
Processor Affinity Enabled False
Processor Affinity Mask, 4204967295
B Process Model
Identity
Idle Time-out {minukes) i
Load User Profile False
Maximurm Worker Processes 1
Ping Enabled True
Ping Mazximum Response Time (seconds) a0
Ping Period {seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) a0
E Process Orphaning
Enabled False
Executable
Executable Parameters
B Rapid-Fail Protection
"Service Unavailable" Response Type HttpLewel
Enabled True
Failure Intereal {minutes) 5
Maximurn Failures 5
Shutdown Executable
Shutdowin Executable Parameters
B Recycling
Disable Crverlapped Recyvele False
Disable Recyvcling For Configuration Changes False
Generate Recycle Event Log Entry
Private Memory Limit (KB} 1]
Reqgular Time Inkerval (minukes) 1740
Fequest Limit ]
Specific Times Timespan[] Array
Wirkual Mermory Limik (KE) 0
MName
[marme] The application pool name is the unigue identifier For the application
poal,
(] 4 Cancel |

4

9. You should be done. Check that it works.




UseOffice .Net - requires Ms Office installed, any version: 2000, XP, 2002, 2007, 2010, 2013, 2016 or 2019.

|Ige0ffice Net
Co.'ripnnen[

Before deploying this sample at your server, please take a look at:
How to install UseOffice .Net at Windows Servers.

Juaucdwo 1N #AHOISN

Step 1: Select a document (PDF, DOC, DOCX, RTF, HTML, XLS, XLSX, Text, CSV, PPT, PPTX):

Browse... No file selected.

Step 2: Specify the direction: |PDF_to_DOCX v]

Step 3: Convert

10. You can also try to set LoadUserProfile to false, but if you do so then you should do the following:
http://support.microsoft.com/kb/184291/EN-US/. This explains how to add the XPS print driver
to the default user.

11. You may also want to use Network Service instead of a dedicated user. This might also work
provided it has the required permissions (points 7 and 8) and provided you load the user profile
(if you have not added the XPS print driver to the default user as explained above).

Please ensure your server software is up-to-date and a recent version of the .NET Framework
installed. We normally test with .NET 4.0.

Make sure you are using a recent version of Microsoft Office. We test UseOffice.NET with
Microsoft Office 2007/2010, the current version. This is our preferred version as we find it easiest
to support. Versions prior to Office 2003 may work but are unsupported.

Make sure your MS Office installation is fully complete and activated. Attempting to automate MS
Office with a partial installation may cause the MS Office setup executable to launch and block the
automation. Open some documents manually to check that Office is working correctly.

You may wish to disable any Microsoft Office start up utilities to ensure that Office processes are

shut down after use rather than kept alive in the background. This may be important if you're
going to be changing the user at a later stage.


http://support.microsoft.com/kb/184291/EN-US/

Additional Information on Configuring Office

This is not normally necessary unless the default settings have been changed.
We want the Office Application to launch as the "Launching User" when it is activated via DCOM.
1. Launch DCOMCNFG.

Note that there are both x86 and x64 versions of DCOMCNFG. By default on x64 versions of
Windows the x64 version is launched. To launch the x86 version you will need to perform the
following command line operation:

C:\WINDOWS\SysWOW64> mmc comexp.msc /32

2. Go to Computers > MyComputer > DCOM Config.
3. Right-click the application that you want to automate. The application names are listed below:

Application

MS Access 97

MS Access 2000/2002/2003
MS Office Access 2007

MS Excel 97/2000/2002/2003
MS Office Excel 2007

MS Office Excel 2010

MS Word 97

MS Word 2000/2002/2003
MS Office Word 2007

MS Office Word 2010

DCOM Name

Microsoft Access Database
Microsoft Access Application
Microsoft Office Access Application
Microsoft Excel Application
Microsoft Excel Application
Microsoft Excel Application
Microsoft Word Basic

Microsoft Word Document
Microsoft Office Word 97 - 2003 Document
Microsoft Word 97 - 2003 Document

On some systems Microsoft Word is not displayed and you will have to use {00020906-0000-
0000-C000-000000000046} instead.

Click Properties to open the property dialog box for this application.

4. Click the Identity tab. Verify that The Launching User is selected.



How to install UseOffice .Net at Windows 2012 - 2016 Server under IS 8.0

For 11IS8 on Win2012, you can just set the identity of the application pool to a user that has certain
permissions (as explained below), and optionally load the user profile.

There is no need to use a COM+ solution as required for pre IS8 machines. Using a COM+ solution
will not hurt but you must ensure that the COM+ identity and the application pool identity are the
same.

Further, please note that in Windows 2012 and later the user profile is no longer loaded for COM+
applications. This means that even if you do use COM+, you will still need to set the application
identity in the application pool and load the user profile. Otherwise strange things might happen
when the user is not logged on, depending on whether there is a service running as the same user
or not. Services do have the user profile loaded.

Follow these steps to validate Office Automation on your machine:

1. Create a dedicated account for running Office Automation, for example call it
OfficeAutomationUser. Assign it a password that never expires.

2. Add this account to the IS groups: IIS_IUSRS or IIS_WPG if they exists (basically the IS group
where you find Network Service, which is the default application pool identity).

3. Log in using this account and open at least one Office document of the type that you intend to
convert. Make sure that when opening such a document there are no pop-ups. This means
making sure that Office has been activated and all the initial questions Office asks have been
answered, e.g. if you are running it with a trial key, etc.

4. Logging in using this account is also necessary to initialize the XPS print driver, otherwise you
might get INVALID_PRINTER_NAME (1801) errors.

5. Give this account (or better the IIS group that it belongs to) access permissions to the following
folders, as indicated on the right. For 64-bit machines:

C:\Windows\Temp - Modify

C:\Windows\syswow64\config - Read

C:\Windows\syswow64\config\systemprofile - Read
C:\Windows\syswow64\config\systemprofile\AppData - Modify
C:\Windows\syswow64\config\systemprofile\Desktop - Modify (Create it if it does not exist)

For 32-bit machines:

C:\Windows\Temp - Modify

C:\Windows\system32\config - Read

C:\Windows\system32\config\systemprofile - Read
C:\Windows\system32\config\systemprofile\AppData - Modify
C:\Windows\system32\config\systemprofile\Desktop - Modify (Create it if it does not exist)

You can assign folder permissions by browsing to such folders in Windows Explorer and adding
the user in the Security tab of the folder Properties dialog.

6. Give this account (or better the IS group it belongs to) COM launch and activation permissions.
In Component Services (dcomcnfg.exe) go to computers and right click on MyComputer. Launch
the properties dialog and go to the COM Security tab. Click on "Edit Default" under "Access



7.
8.
9.

Permissions". Add your user and give it full access. Repeat for "Launch and Activation
Permissions".

Set the identity of the application pool to OfficeAutomationUser

You should be done. Check that it works.

You can also try to set LoadUserProfile to false, but if you do so then you should do the
following:http://support.microsoft.com/kb/184291/EN-US/. This explains how to add the XPS
print driver to the default user.

10. You may also want to use Network Service instead of a dedicated user. This might also work

provided it has the required permissions (points 7 and 8) and provided you load the user profile
(if you have not added the XPS print driver to the default user as explained above).

Additional Information on Configuring Office

This is not normally necessary unless the default settings have been changed.

We want the Office Application to launch as the "Launching User" when it is activated via DCOM.

1.

Launch DCOMCNFG.

Note that there are both x86 and x64 versions of DCOMCNFG. By default on x64 versions of
Windows the x64 version is launched. To launch the x86 version you will need to perform the
following command line operation:

C:\WINDOWS\SysWOW64> mmc comexp.msc /32

Go to Computers > MyComputer > DCOM Config.
Right-click the application that you want to automate. The application names are listed below:

Application

MS Access 97

MS Access 2000/2002/2003
MS Office Access 2007

MS Excel 97/2000/2002/2003
MS Office Excel 2007

MS Office Excel 2010

MS Word 97

MS Word 2000/2002/2003
MS Office Word 2007

MS Office Word 2010

DCOM Name

Microsoft Access Database
Microsoft Access Application
Microsoft Office Access Application
Microsoft Excel Application
Microsoft Excel Application
Microsoft Excel Application


http://support.microsoft.com/kb/184291/EN-US/

Microsoft Word Basic

Microsoft Word Document

Microsoft Office Word 97 - 2003 Document
Microsoft Word 97 - 2003 Document

On some systems Microsoft Word is not displayed and you will have to use {00020906-0000-
0000-C000-000000000046} instead.

Click Properties to open the property dialog box for this application.

4. Click the Identity tab. Verify that The Launching User is selected.

Lowering Admin Rights

We ask that the COM+ account has Administrator rights because it requires permissions that the
standard Users group does not normally have. However you can remove your Office Automation
user from the Administrators group as long as you give it the following permissions:

e It must have access to the following system folders, as indicated on the right. For 64-bit
machines:

C:\Windows\Temp - Modify

C:\Windows\syswow64\config - Read

C:\Windows\syswow64\config\systemprofile - Read
C:\Windows\syswow64\config\systemprofile\AppData - Modify
C:\Windows\syswow64\config\systemprofile\Desktop - Modify (Create it if it does not exist)

For 32-bit machines:

C:\Windows\Temp - Modify

C:\Windows\system32\config - Read

C:\Windows\system32\config\systemprofile - Read
C:\Windows\system32\config\systemprofile\AppData - Modify
C:\Windows\system32\config\systemprofile\Desktop - Modify (Create it if it does not exist)

You can assign folder permissions by browsing to such folders in Windows explorer and adding
the user in the Security tab of the folder Properties dialog.

e It must have COM launch and activation permissions. In Component Services (dcomcnfg.exe) go
to computers and right click on MyComputer. Launch the properties dialog and go to the COM
Security tab. Click on "Edit Default" under "Access Permissions". Add your user and give it full
access. Repeat for "Launch and Activation Permissions".



Please let us know if you will have any questions:

E-mail: support@sautinsoft.com
Skype: live:skype 9606.

Best wishes,
SautinSoft company



